Setup 2FA for VPN (MAC):

Download the mobile app “Google Authenticator”

1. Goto Google Play Store on Android devices or App Store on Apple devices and search for Google
Authenticator.
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Setup 2FA

1. Go to https://dctpaportal.privatcloud.biz
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2. Login with your VPN credentials
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3. A QR Code will appear
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4. Open Google Authenticator on your phone and tap on the add code option.
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5. Click on scan QR Code and scan the QR Code from the website
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Para empezar, escanea el cédigo QR o introduce
manualmente la clave de configuracion.
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6. After that you will see a code in your mobile app that changes every 30 seconds
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7. Click on proceed to login
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8. Login again. PLEASE TYPE THE CODE FROM GOOGLE AUTHENTICATOR AFTER YOUR PASSWORD.
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9. Now you can login normally. After that you can sign out.
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Install Tunnelblick

1. Goto https://vpn.privatcloud.biz/dctpa and download the VPN_Software_Mac_Tunnelblick.dmg.
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3. Once you open the setup file, you will have to double click on the tunnelblick’s icon. A new window will
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pop up asking if you want to open the file, click open.
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4. Once the app has been installed a few notifications will appear on screen showing that tunnelblick was
installed successfully.
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5. To start tunnelblick, go to the Launchpad menu and double click on its icon.
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Import the VPN configuration

1. Login to your Sophos user portal and download the VPN configuration file.
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2. Once you have downloaded the configuration file, double click on it.




3. A window will pop up requesting for you to allow the file’s installation, you will have to type your MAC
user’s password to continue.
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4. Once you have installed the configuration file successfully, click on the tunnelblick’s icon located on the
upper right side of your screen and select the option VPN Details.
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5. A window will open and under the configurations tab you will see that your VPN configuration has
been added. You can now press the connect button to start using the VPN.
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6. Here you will have to login using your Sophos portal’s username and password. (REMEMBER TO ENTER
THE CODE FROM GOOGLE AUTHENTICATOR AFTER YOUR PASSWORD.) Click ok to continue.
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7. You have successfully connected to your VPN; you can check its status by clicking on the tunnelblick’s
icon.

Note that some warnings might appear after you connect for the first time, you can simply ignore them
as they are not relevant at all.

Disconnect All ( —ssl_vpn_config)

VPN Details...

v Disconnect —ssl_vpn_config 1:57 E 0B/s 144 KB
08B/s 631KB

Quit Tunnelblick

Disconnect



	Download the mobile app “Google Authenticator”
	Setup 2FA
	Install Tunnelblick
	Import the VPN configuration

